ITAMATKA
JIJISI OBYYAIOIIIUXCSA Ob TH®OPMAIIMOHHOM BE3OITACHOCTH JETEH

HEJIb351

1. Bcem moapsin cooOmarh CBOIO HYacTHYI HMH(pOpMamuio (HacTosmue ums, (amMHImio,
TenedoH, aapec, HOMep LIKOJIbI, a Takxke (oTorpagun CBOU, CBOEH CeMbH U Ipy3ei);

2. OTKpbIBaTh BJIOKEHHBIE (ailyibl 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTth, npuaupathcs, OKa3plBaTh JaBICHHUE - BECTH ce0sl HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiics JeHbraMu TBOEH CeMbH 0€3 pa3pelleHHsl CTapliuX - BCeraa
CIpalmBai poauTeNeH;

5. He Bcrpeuaiics ¢ HHTEpHET-3HAKOMBIMM B PEAIBHONM KU3HH - TIOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JOBEPSIEIIb.

OCTOPOXHO

1. He Bce mumyr npasay. Uuraems o cebe HempaBay B MHTepHere - cooOmu 06 3TOM
CBOUM POAUTEIIAM WA OTICKYHAM

2. IlpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - TIPOBEPD, HET JIU MOJIBOXA;
3. He3akonHoe konupoBaHue ¢aitioB B IHTEpHETE - BOPOBCTBO;
4. Bceraa paccka3biBaid B3pOCIbIM O TTpo0ieMax B CETH - OHU BCET/ia IIOMOTYT;

5. Hcnonb3yil HacTpoiku O€30MacHOCTM W MPUBATHOCTH, 4YTOOBI HE MOTEPSITh CBOU
aKKayHTBI B COIICETSIX U IPYTHX MOpTalax.

MOKHO
1. YBaxail Ipyrux rnojap30BaTeieu;
2. TTonb3yenibest THTEpHET-UCTOYHUKOM - JIeJIail CChUIKY Ha HETO;
3. OTKpBIBail TOJNBKO T€ CCBHUIKHU, B KOTOPHIX YBEPEH;

4, O6H_[aTbC$I 34 IIOMOLIBIO B3POCJIBIM - POAUTCIIM, OICKYHbBI U aIMUHHUCTPALINA caiToB
BCCrJa IMOMOTI'YT,

5. Ilpoiinu oO6yuenue Ha caiite "CeTeBHUOK" U MOIy4H HacmopT HU(POBOro rpaxaaHuHal



C KaXabIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJIBHUKH OJHU U3
CaMbIX aKTMBHBIX IOJb30Barenel PyHera. Mexay TeM, IIOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HEceT U MpoOsieMbl. JTa MaMsATKa J0JDKHA IMOMOYb Tebe 0e301acHo
HaxOJIUTHCS B CETH.

KomnbrotepHbie BUpPYyChI

KoMmbroTepHblii BUPYC - 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX MPOrPaMM, OTIUYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomojHEHHe K 3TOMY,
BUPYCbl MOIYT THOBPEIUTh WM TOJHOCTbIO YHMUYTOXXUTb Bce (alllbl M JIaHHBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)XxeHHasi Iporpamma,
a TaKKe MOBPEAUTH WINM JaK€ YHHUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHU (QailamMu B
1enoM. B 6obIIMHCTBE CilydaeB pacpOCTPaHsIOTCs BUPYChI Uepe3 HHTEPHET.

MGTOI[I)I 3alIMTBI OT BPCAOHOCHBIX MMPOTpaMM:

1. Ucnosb3yili COBpEMEHHBIE OINEPAIMOHHBIE CUCTEMBI, MMEIOIIHE CEPhE3HBIH YPOBEHB
3alUThI OT BPEJIOHOCHBIX TPOTPAMM;

2. IlocrosiHHO ycTaHaBiuMBail mautu (UKM(POBBIE 3aMJaTKH, KOTOpPbIE ABTOMATUYECKU
YCTaHaBIMBAIOTCS C LeENbl0 JOpabOTKM TMporpamMmbl) U JpyrHe OOHOBJIEHHS CBOEH
onepanuoHHOM cucteMbl. CkaunBail uX TOJIbKO ¢ ounmanbHOro caifta paspadorunka OC. Ecnu
CYIIECTBYET PEXHUM aBTOMATUYECKOTO OOHOBIIEHUS, BKJIIOUH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPE TOJI MpaBaMHu IOJIH30BATENsA, a HE aIMUHHCTpaATOpA.
OTO He TMO3BOJMUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HMHCTAJUIMPOBATHCS HA TBOEM
MEePCOHATBHOM KOMIIBIOTEPE;

4. Wcnonp3yid aHTUBUPYCHBIE MPOrpaMMHbBIE MPOAYKThl M3BECTHBIX MPOU3BOIUTENEH, C
ABTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GpU3NUECKUN JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Vcnonb3yil BHeIIHWE HOCUTENU MH(GOpMaluu, Takue Kak duienika, Tuck uinu (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He OTKpLIBaﬁ KOMIIBIOTCPHBIC (1)a171m>1, IMOJIYYCHHBIC U3 HCHAJIC’KHBIX NCTOYHUKOB. I[a;xe
TC (baﬁﬂbl, KOTOPBIC ITPpUCJIall TBOW 3HAKOMBIH. .Hy‘II_HC YTOYHHU Yy HETO, OTIIPABJIAI JIX OH TeOE UX.

Cern WI-FI

Wi-Fi - 310 He BHJ nepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETro JIHIIb OpeH 1, Mapka. Eie B
1991 rony Hupaepnanjackas koMmmnaHus 3apeructpupoBana Openn "WECA", uto o6o3Havano
cnoBocouetanue "WirelessFidelity", koTopblil mepeBouTcs Kak "OecrnpoBoHas TOYHOCTD'.

Jlo Hamiero BpeMeHM Jolia Jpyras abOpeBuarypa, KOTOpas SBISETCS TakoW ke
TexHosiorueil. 1o abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAAPT
BbIciel 3BykoBoii Texuuku Hi-Fi, uto B nmepeBoje o3HayaeT "BbICOKAs TOUHOCTh'.

Jla, OGecriaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M a’poroprax SBISETCS OTIMYHON
BO3MOYHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE AKCIEPTHI CYUTAIOT, YTO OOmIenoCcTymHble Wi-
Fi cetu He saBisgr0TCS 0€30I1aCHBIMU.



CoBetbl 110 0€30MaCHOCTH pabOThI B 00mIe0CTYMHBIX ceTsix Wi-fi:

1. He mepemaBaii cBoro nuyHyr0 HHpOpManuio dyepe3 obOmenoctymubie Wi-Fi ceru.
PaGoTtas B HHUX, KXCJIAaTCIIbHO HC BBOAUTD IMAPOJIM AJOCTYIIA, JIOTUHBI U KAKUC-TO HOMEPA,

2. Wcnonw3yih 1 OOHOBISIH aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep. Tem caMbIM ThI
oOe3omacuIb ce0st OT 3aKa4KK BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonszoBanun Wi-Fi oTkimoun ¢yHkiuo "OOmmii goctyn K Qainam u
npuHrepam". JlanHas (QyHKUuUS 3aKpbITa 10 YMOJIYAHHUIO, OJHAKO HEKOTOPBIE I0JIb30BATENIN
aKTUBUPYIOT €€ I y100CTBa UCIIOIB30BaHUs B paboTe mim yueoe;

4. He ucnonb3yit nyonauunbii WI-FI ans nmepenaum JIWYHBIX JaHHBIX, Hampumep JUis
BBIX0/Ia B COLIMAJIbHBIE CETH WJIU B AIEKTPOHHYIO ITOYTY;

5. Wcnons3yii Tosibko 3ammineHHoe coenuHenue depe3 HTTPS, a we HTTP, T.e. mpu
Habope BebO-aapeca BBOAM UMeHHO "https://";

6. B mo6bunsHOM Tenedone otkimoun ¢pynkuuio "lTlogkmouenune k Wi-Fi aBTomartnyecku'.
He nomyckail aBToMaTndeckoro noAkI0ueHust ycrpoicrsa k cetsiMm Wi-Fi 6e3 TBoero cornacusi.

ConuajbHbIe ceTH

COI_[I/IaJ'IBHI)Ie CE€THU aKTHUBHO BXO/AT B Hamy KHN3Hb, MHOTHEC JIIOOIU pa6OTaIOT " )KUBYT TaM
nmocTosiHHO, a B Facebook yke 3apermcTpupoBaH MUJLTHApP]] YEJIOBEK, YTO SIBISICTCS OIHOMN
CeIbMOM BCEX KHUTENIeH IUIaHeThl. MHOTHE TOJb30BaTeIM HE MMOHUMAIOT, 4TO WH(pOpMAIus,
pa3MelieHHass UMU B COITMAIBHBIX CETSAX, MOXKET ObITh HalJICHA U HCIIOJIb30BaHA KEM YI'OJTHO, B
TOM YHCJI€ HE 00513aTeIBLHO C OJaruMu HaMEPEHHUSIMHU.

OCHOBHEIE COBETEI IT0 0E30TIaCHOCTH B COoHaJIbHBIX CCTAX:

1. Orpanuub CcHUCOK Apy3ed. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh CIydyalWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiai cBO YacTHYIO kKM3Hb. He yka3wiBait maposu, TenedoHsl, ajpeca, 1aTy TBOETO
POXKIIEHUS U APYryl0 JUYHYI0 WHGOpPMaLU0. 3T0YMBIIUICHHUKH MOTYT HCIIOJIb30BaTh Jake
MH(OPMALIHIO O TOM, KaK Thl U TBOHM POJUTEINHN IUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. Bamuiail cBOI pernyTanuio - IepKHU €e B YUCTOTE U 3a/aBail cebe BOMpOC: XOTen Obl
ThI, YTOOBI APYyrue MOJIH30BATENN BUACTH, YTO Thl 3arpyxkaemib? [logymaii, npexae 4yem 4To-To
OMyOJIMKOBAaTh, HAMKCATh U 3aTPY3UTh;

4. Ecimu ThI ropopuiib € JHOJAbMH, KOTOPbLIX HC 3HACIb, HC I/ICHOJ'IBS}/ﬁ CBOC pCaJIbHOC UM
" JPpYTI'yIO JJUYHYHRO I/IH(i)OpMaI_II/II/II HMs, MCCTO KHUTCIILCTBA, MCCTO y‘Ie6BI " 1Ipouce;

5. U3Gerait pasmemnienus gortorpaduit B IHTepHeTe, rae Tl n300paXkeH Ha MECTHOCTH, 110
KOTOPOU MOYHO OIPEACIIUTH TBOE€ MECTOIOJIOKEHHUE,

6. HpI/I perucTtpanu B COIIMAILHOM CeTH HeO6XO,Z[I/IMO HCIIOJIB30BATh CJIOKHBIC T1apOJIH,
COCTOAIIUEC U3 6y'KB u I_II/I(I)p 1 C KOJIMYCCTBOM 3HAKOB HE MCHECC 8;

7. dns colualibHOW CEeTH, TOYThI U JPYrHMX CAWTOB HEOOXOJIUMO HCIOJIB30BATh Pa3HbIC
naposii. Toraa eciim Te0s1 B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOJYYaT JOCTYI TOJILKO K OJHOMY
MECTy, a HE BO BCE Cpasy.



DJIeKTPOHHbBIE IeHbTH

DJNEeKTPOHHBIE JICHBI'M - 3TO OY€Hb YIOOHBIA CHoco0 IuIaTeXed, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU ACHBIH.

SJIGKTpOHHI)Ie JCHbI'M TIOSABHJIMCHh COBCEM HCAABHO W HMMCHHO H3-3a 3TOT'O BO MHOI'UX
rocyaapCrBax 10 CHUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccuu sxe OHM (YHKLIHOHUPYIOT U O HUX YK€ IIPONUCAHO B 3aKOHE, 1€ UX Pa3JAEsaoT
Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HUIa B TOM, 4YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercs MpOBOAUTH omepanuu 0e3 UAeHTU(UKAUKU TOJNb30BaTeNsd, a B
HEAaHOHMMHBIX UACHTHU(UKALINS T0Ib30BATENs SABISIETCS 00s13aTENbHOM.

Taxxe crnenyer pas3ninyaTh SJIEKTPOHHBbIE (HUATHBIE IEHBIU (PaBHBI T'OCYJApCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHbIE He(UATHBIE JEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe C INEKTPOHHBIMU JEHbIAMU:

1. IpuBspku K cueTy MOOWIBHBIN TenedoH. DTo caMblii ynoOHBIM U OBICTPBIA crOCOO
BOCCTaHOBUTH JOCTYH K cueTy. l[lpuBs3aHHbIi TenedoH MOMOXKET, eciu 3alynenib CBOH
IJIATEeKHBIN MapoJib WY 3aieNIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. WUcnonb3yit ogHOpa3zoBbie mapoiu. [locie mepexona Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
YK€ He OYJeT yrposKaTh OMACHOCTh KPaXKU WM NIepexBarta MaTeKHOTo HapoJis;

3. Beibepu ciioxHbIN naposk. [IpecTynmHukam Oynet He TPOCTO yrajaaTh CI0KHBIA MapoJihb.
Hagnexxuble maponu - 3To mapoiu, KOTOpble coAepkaT He MeHee § 3HAKOB M BKIIIOYAIOT B ceOs
CTpPOYHbIE U TPONHCHBbIE OYKBbI, HU(PBl U HECKOJBKO CHUMBOJIOB, TaKW€ Kak 3HaK JA0JuIapa,
(dyHTa, BOCKIMIATEebHBIN 3HaK | T.I. Hampumep, $tROng!;;

4. He BBOM CBOM JIMYHBIC JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSCILb.
DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs TI0YTa - 3TO TEXHOJIOTHS W MPEIOCTABISIEMBIC €10 YCIYTH MO TEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE pacHpeleNisiioTCd B KOMIBIOTEPHOM CETH.
OOBIYHO ANIEKTPOHHBIN IMOYTOBBII SIIIUK BBITJISIIUT CIIEYIOIUM o0pazom:
UMs_TIONIB30BaTENI(@UMs_TOMEeHa. Takke KpoMme TMepelayd MpPOCTOro TEKCTa, HMEeeTcs
BO3MOJKHOCTB TIepe/iaBaTh (aiibl.

OcHOBHBIE COBETHI 10 6€301MacHOM paboTe ¢ INMEKTPOHHON MOUTOM:

1. Hapo BeIOpaTh mpaBWIBHBIA MOYTOBBIA cepBUC. B MHTEpHETE €cTh OTPOMHBIA BBHIOOD
OecrulaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HAEIllb U KTO MEPBHIH B
pEUTHUHrE;

2. He ykaspiBail B JM4HOM mouTe NuuHyo MHpopmaumioo. Hampumep, mydmie BbIOpaTh
"My3bIKanbHbIN_ (haHaT@" umu "pok2013" BMecTo "Temal3";

3. Ucnonb3yil IBYX3TaHYIO aBTOPU3ALMIO. JTO KOrJa MOMUMO MapoJisi HY>KHO BBOJHUTH
KOJI, IpHUChLIaeMbIil o SMS;

4, BLI6epI/I CIIOKHBIH napoJib. I[J'I}I KaXXJ0TO0 ITIOYTOBOI'O AINMKa JOJDKCH OBITH CBOU



HAJIC)KHBIM, YCTOWUMBBINA K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOJKHOCTH HAIMCaThb CaMOMY CBOM JIMYHBIA BOIIPOC, HCIIOJIB3YH 3TY
BO3MOKHOCTb;

6. Hcronb3yil HECKOJIBKO IOYTOBBIX SIIMMKOB. IlepBhlii Ui YacTHOM HEpPENUCKU C
azpecaraMi, KOTOPbIM Thbl JOBEpsELIb. JTO 3JIEKTPOHHBIA aJpec HE HaJ0 HCIOJb30BaTh IPU
peructpanuu Ha opymax u catax;

7. He oTkpbIBaii (haiiiel U IpYTrUe BIOKCHHS B TIMCHMAX, JIaXKe €CJIM OHU MPHUIIUIA OT TBOUX
npy3ei. Jlydine yTouyHu y HUX, OTIPABIISUTHA JIU OHU TeOe 3Th (aiiibl;

8. Ilociie okoHUaHUs pabOTHI HA ITOYTOBOM CEPBHCE TEPeN 3aKPHITHEM BKIIAJKH C CAHTOM
He 3a0y/1b HakaTh Ha "BoeiiiTu".

Ku6epOy/uiMHT MM BUPTYaJbHOE U3/1€BATEIbCTBO

KubepOynnunr - mpecienoBanne COOOIIEHUSIMH, COICPKAITUMH OCKOPOJICHHS, arpecCHIo,
3aIyTMBaHKE; XYJIUTAHCTBO; CONMAIbHOE OOMKOTHPOBAHHE C TIOMOIIBIO PA3IMYHBIX WHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI 110 60PHOE ¢ KNOEPOYIITUHTOM:

1. He Gpocaiicst B 6oit. JIyummuii crioco0: mocoBeTOBaTHCS KaK ce0si BECTH U, €CIIM HET TOTO,
K KOMYy MOXXHO OOpaTuThCs, TO BHa4alle YCHOKOWUThCSA. Ecim Tl HayHemb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHUS, TO TOJBKO €Ile 0O0JIbIIE Pa30AIKeIb KOH(IIUKT;

2. YrpaBisiii cBoei KubeppenyTaiuei;

3. AHOHUMHOCTh B ceTH MHHMMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTouT BECTH XYJIUTAHCKUM 00pa3 BUPTyaTbHOU Xu3HH. VIHTepHET (UKCHpPYET Bce
TBOU JCWCTBUA U COXpaHSET UX. Y AaJIUTh UX OyAeT KpallHe 3aTpyAHUTEIHHO;

5. CoGnroait CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHblii HeratuB. OHOPA30Bble OCKOPOUTENBHBIE COOOIIECHUS JTydllle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaliaeTcsi Ha Ha4aaIbHOUW CTaANu;

7. ban arpeccopa. B [mporpamMmmax 0o0OMeHa MTHOBEHHBIMU COO6H_ICHI/I$IMI/I, B COOMAJIBHBIX
CCTAX €CTh BO3MOXHOCTD 6J'IOKI/IpOBKI/I OTIIPAaBKH COO6H.I€HI/II71 C OIIPpCACIICHHBIX aJIpCCOB;

8. Ecmu Tl cBugerens kubOepOyuinHra. TBoM JAEHCTBHS: BBICTYHIHUTH THPOTHUB
IpecieaoBarens, MoKa3arb €My, 4TO €ro JEHCTBUS OLIEHUBAIOTCS HETaTUBHO, IMOAJEPKATh
KEpPTBY, KOTOPOH HYXKHA IICUXOJIOTMYEeCKass TIOMOIIb, COOOIIMTH B3pOCIHBIM O (aKTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoOnabHbIi TesaedoH

COBpCMeHHLIC CMapT(I)OHBI U IUIAHIICTBI COACPIKAT B ceOe BIOJIHE B3p0CJlBII>'I (I)YHKI_II/IOHEUI,
U TEHCpb OHU MOT'YT KOHKYpPUPOBATH CO CTAIHMOHAPHBIMHU KOMIIBIOTCpAMHU. OI[HaKO, CpCACTB
3allUuThl OJIA I'IOI[06HBIX YCTpOﬁCTB IIOKa OYCHb Mallo. TCCTHpOBaHI/IC " TIOMCK y513BPIMOCTCI71 B
HUX MPOUCXOOUT HEC TAK HMHTCHCHBHO, KaK IJIA HK, TO JK€ CaMO€ KacaeTcsi M MOOHIbHBIX



IIPUIIOKEHUHN.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPAaKTUYECKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacmmpeHue (YHKIFOHAIa BIe4eT 3a CO000H OOJBIIYI0 CIIOKHOCTh W MEHBIIYIO
3aIIHUIICHHOCTb.

Jlanexo He BCe MPOU3BOJIUTENM BBIMYCKAIOT OOHOBIJICHMSI, 3aKPBIBAIOIINE KPUTHUUYECKHE
YSA3BUMOCTH ISl CBOUX YCTPOMWCTB.

OcHOBHBIE COBETHI JIJIsi 6€3011aCHOCTH MOOMIIBHOTO TenedoHa:

Huuero nHe siBnsercss mo-HacrosiieMy OecriaTHBIM. Byas ocTopoikeH, Beap Korja Tede
MpeiaraloT OECIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHeE-TO IJIATHBIE YCIIYTH;

Hymaii, npexae ueM oTnpaButh SMS, ¢poto miu Buaeo. Thl TOUHO 3HAEIIb, TJI€ OHU OyIyT
B KOHEYHOM HUTOre?

Heo6xomumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsI MOOMIIBHBIX TeNle()OHOB;

He 3arpy>1<a171 MMPUIIOXKCHNA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHW MOI'YT COACPKATH
BPCAOHOCHOC MPOTrpaMMHOC 06ecnequHe;

ITocne TOoro kak THI BBIMACIIb C caiiTa, e BBOJAWJ JMYHYIO HH(POpPMAIHIO, 3alaId B
HacTpoiiku Opay3epa u yaanu cookies;

[leproauuecku npoBepsii, Kakue IUIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

JlaBaii cBOil HOMEpP MOOWJIBHOTO Tele(OHa TOJIBKO JIIOMISIM, KOTOPBIX Thl 3HACIIh U KOMY
JOBEPSCIIb;

Bluetooth nomxeH ObITH BBIKIIOUEH, KOT/Ia Thl MM HE TOJIb3yemibes. He 3a0biBali mHOTIAQ
MPOBEPSATH ATO.

Online urpwol

COBpeMeHHHC OHHaﬁH'HrpBI - O9TO KpaCOYHBIC, 3aXBATbIBAKOIIUC Pa3BJICUCHUA,
O6’LCI[I/IH5IIOH_II/IC COTHHU TbICAY YCJIOBCK II0 BCEMY MHPY. I/IrpOKI/I HCCICAYIOT I[aHHBIﬁ UM MHD,
O6H_[aIOTC$[ Apyr € APYyroM, BBIIIOJHANOT 3aJdHUs, CPAKAOTCA C MOHCTpaMU U IIOJTYYArOT OIIBIT.
3a YAOBOJILCTBUEC OHHU IUIATAT: IOKYIIAOT AUCK, OIUIAYUBAKOT a0OHEMEHT WM an/I06peTa10T
KaKHEC-TO OIILNH.

Bce »atH cpeacrBa HUAYT Ha MNOAACPKAHHUEC U PAa3BUTUC UIPbI, a4 TAKXE Ha CaMy
0€30IMacHOCTb: COBCPIICHCTBYIOTCA CHCTCMbBI ABTOpHU3allMH, BBIITYCKAKOTCSA HOBBIC IIaTUYU
(I_[I/I(l)pOBI)Ie 3allJIaTKu JJIs1 nporpaMM), 3aKPBIBAOTCA YA3BUMOCTU CCPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OIlacaTbCd HE CTOJIbBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaxXu
TBOCTO IMapoJisad, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOpHU3AlIUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IT0 O€30IMaCHOCTH TBOETO HUI'POBOTO aKKayHTa:

1. Eciiu npyroif urpok BeneT cedsl II0XO WM CO3/1aeT TeOe HEMpPUSATHOCTH, 3a0JI0OKUpYH
€ro B CIIMCKE UTPOKOB;



2. Ioxamyiics aIMUHUCTPATOPaM UIPbl Ha IJIOXOE MOBEJEHUE ITOTO0 UI'POKA, KENATEIbHO
IIPWIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3piBaii 1TMuHyI0 HHPOpPMALUIO B Ipodaiiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail Heo(puIMaIbHbBIE TATYU U MOJIBL;

6. crosib3yil ClI0KHBIE U pa3HbIE M1apOJIN;

7. Jlaxxe BO BpeMs WIpbl HE CTOMT OTKIKOYAaTh aHTUBHpYC. lloka Tel Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUYHbIX JaHHBbIX

OObIYHON Kpakel JeHer U JIOKyMEHTOB CEroJHSl YK€ HUKOro HE YIUBHUIIb, HO C
paSBI/ITI/IeM I/IHTepHeT-TeXHOHOFI/Iﬁ 3J'IOYMI)IHIJ'ICHHI/IKI/I HepeMeCTI/IHI/ICB B I/IHTepHeT, nu
MPOI0JDKAIOT 3aHUMATHCS "TIOOUMBIM' JIeTIOM.

Tak mosiBUack HOBas yrpo3a: WHTEPHET-MOIIEHHUWYECTBA WM (DUIIMHT, TJaBHas IeJb
KOTOPOTO COCTOMUT B MOJIyY€HUU KOH(QUICHIMAIbHBIX JAHHBIX MOJb30BaTENEeld - JIOTUHOB H
naponeil. Ha anrnuiickom si3pike phishing unraercs kak ¢umunr (ot fishing - peibHas noBis,
password - mapoJis).

OCHOBHBIE COBETHI IO OOPHOE C PUITMHTOM:

1. Cneu 3a CBOMM akKayHTOM. Eciiv ThI o103peBaeiiib, 4TO TBOSI aHKEeTa Obljla B3JIOMaHa,
TO HEOOXOUMO 3a0JIOKUPOBATh €€ U COOOITUTh aIMUHUCTPATOPAaM pecypca 00 ITOM KaK MOKHO
CKopee;

2. Ucnonw3yit Ge3omacHbie BEO-CaThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U IOHMCKOBBIX
CHUCTEM;

3. Wcnonp3yii ciioxHBbIE U pa3Hble mapoiu. Takum oOpa3zom, eciud TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOJIY4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu tebs B3JIOMaJIH, TO H606X0)II/IMO OpeaAynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
I[O6aBJ'ICHI>I y TeOS B APY3biX, O TOM, YTO TEOS B3JIOMAJIN H, BOBMOXHO, OT TBOCTO HMCHHU 6y,[[eT
PacChblIaThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IHI‘OBBI€ CaﬁTLI;

5. YcranoBu HazsexHbli napoib (PIN) Ha MoOuibHbIM TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapoisi B Opaysepe;

7. He oTkpsIBaii (ailsibl ¥ Apyrue BIOKEHUS B MHChbMaX, AaXe €CIH OHU MPHUILIH OT TBOMX
npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (ailibl.

Hudposas penyrauus

Hudposas pemyranust - 3TO HEraTUBHas WM MO3UTHBHAs HMH(pOpMalMs B ceTH o Tele.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOeW peanbHOU ku3HU. "Lludposas pemyranus” - 3T0 TBOH UMHJIK, KOTOPBINA
¢dopmupyetcst u3 nuHpopMaiu o Tede B MHTEPHETE.



TBoe MecTo XKUTEeNbCTBa, y4eObl, TBOE (PHHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKTepa U
pacckasbl 0 OJM3KHX - BCE 9TO HAKAIUIUBAETCS B CETH.

MHorHe MOAPOCTKH JISTKOMBICIICHHO OTHOCATCS K MYyOJIWKAlUKA JTUYHONW WH(POpMaIuu B
HNutepHeTe, HE MOHUMAas BO3MOKHBIX MOCAEACTBUM. Thl 1ake HE CMOXKENIb JOTAAAThCA O TOM,
qt0 (hoTorpadus, pasmMenieHHas 5 JIeT Ha3a/l, CTalla IPUYUHOM OTKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pazmemenue tBoux Gororpaduii 1 qpyrue IeicTBUS MOTYT HE MCYE3HYTh
Jla’ke MOCJIe TOro, KaK Thl UX yJaJlulib. Thl HE 3HaEIlIb, KTO COXPAHUI ATY MH(OpMaIHio, nonana
JM OHa B IOMCKOBBIE CHUCTEMBl M COXpPaHWJIACh JIM OHA, a IVIABHOE: YTO MOAYMAlT O Tebhe
OKpY’KaIolllie JIIOJM, KOTOpble HalayT u yBUIAT 3T0. Hailtu nH(oOpManuo MHOTO JIET CIyCTS
CMOJXET JI000HM - Kak K3 J0OphIX MOOYXIAEHWH, TaK U C HaAMEPEHHEM IMPUYMHUTH Bpea. JTO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON pENyTaLUU:

1. loxymaii, mpexxae 4yeM 4YTO-TO MyOJMKOBAaTh W IepefaBaTh y cebs B Ojore wiu B
COILIMAJILHOM CETH;

2. B Hacrtpoiikax npoduisi ycTaHOBU OTpaHHMYEHHUs Ha MPOCMOTP TBOEro MpouIIst U ero
COJIEPKUMOTO0, CAEIIall €ro TOJBKO "I Apy3en';

3. He pasmemaii 1 He yka3biBaili MH(POpPMAIIUIO, KOTOpas MOXKET KOro-Ju00 OCKOpOISITH
WA OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJBHUKH - aKTHBHBIE TI0JIh30BaTeNN IU(POBOTO MpocTpaHcTBa. OHAKO
JaJIeKO0 HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTHMH BO3MOXHOCTSIMH IHU(POBOTO MHpa Tpedyer
coOJTI0/IeHUS MPaB Ha UHTEJUICKTYaJIbHYIO COOCTBEHHOCTD.

Tepmun "WHTEIUIEKTyanbHasi COOCTBEHHOCThH" OTHOCHUTCA K Pa3jUYHBIM TBOPCHUSIM
YeJI0BEYECKOro yMa, HaurWHas ¢ HOBBIX M300pETeHUN U 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIyrdM, W 3aKaHuyuBasg KHuramu, ¢ororpadusimMu, KuUHOQUIBMAMU U
MY3bIKQJIIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKI/Ie paBa - 3TO IIpaBa HAa UHTCJJICKTYAJIbHYIO COOCTBEHHOCTh Ha IIPOU3BCACHUS
HAYKH, JIUTCPATYpbl 1 NUCKYCCTBA. ABTOpCKI/IC IIpaBa BBICTYIIAOT B Ka4YCCTBC IrapaHTHUU TOT'O, YTO
I/IHTeHHeKTyaﬂbeIﬁ/TBopquKHﬁ TpyA aBTOpa HE 6yz[eT HaIlpaCHbIM, O4aCT €MY CIPAaBCIJIMBBIC
BO3MOXHOCTH 3apa60TaTL Ha pe3yJibTaTax CBOCIro Tpyaa, MOJYYHUTb U3BECTHOCTb U IIPU3HAHHUC.
HuxkTo 6e3 paspCiCHA aBTOPa HEC MOXKECT BOCIIPOU3BOJAUTL €0 MMPOU3BCACHHUC, PACIIPOCTPAHATD,
HY6J'II/ILIHO ACMOHCTpUPOBATh, IIPOAaBaTb, HUMIOPTUPOBATHL, IIYCKATb B IIPOKAT, HY6J'II/IIIHO
HUCIIOJIHATD, MMOKa3bIBATh/UCIIOJIHATH B B(I)I/Ipe HJIK pasMCllaTh B I/IHTepHeTC.

Hcnomnp3oBanue "anaTcxoro" nporpaMmMHOro oOecIieuyeHHsI MOXKET IMPUBCCTH K MHOI'MM
pUCKaM: OT IMOTCpU HNAHHBIX K TBOUM dKKAyHTaM [0 6J'IOKI/IpOBKI/I TBOCT'O YCTpOﬁCTBa, rac
YCTAHOBJICHA HCJICTAJIbHAs IMMporpamMmma. He crout takxke 336LIBaTB, YTO CYHICCTBYIOT JICTAJIBHBIC
u OecILIaTHbIC nporpamMmabl, KOTOPBIC MOKHO HalTH B CETH.

O noprane

CeTeBH‘IOK.p(b - TBOM TJIaBHBIM COBETYHK B CETH. 3IICCB Tbl MOXKCIIb Y3HATb O
0€30IMaCHOCTH B CETU IMOHSATHBIM U JOCTYIIHBIM $3BIKOM, a4 IIPpU BO3HUKHOBCHUU KpHTquCKOﬁ



CUTyalluu OOpaTUTHCA 32 COBETOM. A TakyKe MPHUHSITH Y4acTHE B KOHKYpCax M CTaTb CaMbIM
U (HPOBBIM TPaKTaHUHOM !
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